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—‘ Operational Units: Services, Tecnologies and Industry support

% CEI":Si_ Reference for the technical resolution of cybersecurity
CERT DE SEGURIDAD E INDUSTRIA incidents affecting citizens and companies.

Prevention

Notification
Companies

Detection Response

% Cyberexercises | Exchange of ol Critical
’ information : Operators
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H Industry assessment: challenges for cybersecurity growth

Innovation
» Broad range of research and
technological groups but lack of

leadership

Talent

 Limited offer of specialized training
» Limited collaboration University-

Industry

Industry associations
» Variety of innitiatives on regulatory, standards
and awareness aspects.

Smart Capital
*Lack of financing and capital risk

Local demand
* Key role of the Public
Administration to develop
innovation ecosystem

* Product certification criteria
*Public Demand: Defense, Home

Affairs, CERTSs, CIPs Authorities,
etc
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H INCIBE drives cybersecurity innovation

How we do it? Wide integrated program & Funnel model
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Ideas, technologies,
shared experiences
Entrepreneurs and
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approach
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Output

* Competitiveness
* Job creation
e Scaling-up

internationally

~

To INDUSTRY CLUSTER

COMMUNITY DEVELOPMENT MENTORING AND TRAINING l NEW PRODUCTS l

BUSINESS MODELING l SCALABILITY

PRIZE AWARDS

INVESTORS - DEMO DAY

INTERNATIONAL SUPPORT
I COLABORATION I
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H Strategic actions to suport national cybersecurity sector

In a nutshell, INCIBE implements a complete programe including activities to increase
local demand, new tech suppliers, and stronger international positioning.

Strategic actions:
1 - Cluster Development to support existing companies

Supporting market development, higher visibility abroad, latest trends and
opportunities

2 - R&D transfer to solve industry tech challenges
Better alignment and communication between academia and industry

3 - Developing new start-ups and entrepreneurship
Incubation and accelearation programs
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—‘ 1. Cluster development (Business & networking at International Event)

o 4

+2,000 participants and 136 speakers Main Teack

enise

Encuentro Internacional
de Seguridad de la Informacion
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Parallel activities

=

+  Operadores estratégicos

*  Desarrcllo de ldeas

,}/ 2

Technical workshaps

International Business
Forum

*  Automdvil canectado
*  Smart Cities
Robotica
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Target @ Activities
= Audience :

Different tracks
* IBF & Trade show

» Technical workshops
» Start-ups pitches

» Access to finance

» Speaker corners

» Cybersecurity experts
* ICT professionals

* Entrepreneurs

» Authorities

* Investors

» Customers

Develop international business deals
» Showcase innovative solutions

» Promote Spanish cybersecurity visibility

» Increase networking in national and international markets.

Next edition: 22-23 October 2019, Ledn EHISE r**'k_ sincibe_
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H 1. Summer Bootcamp: CERTs & LEAs trammg to flght against cybercrlme

330estudlantes de 44 paises

Inmdent n ,poope.tatlon

Alemanla

- thuamd
‘ = Polonia
R.Checa

Austria

E talia
-.-

Los contenidos resultan

interesantes y de utilidad
(sobre 10 puntos)

>

Recomendarian
el evento

Nivel de satisfaccion
(sobre 10 puntos)

feedback de los alumnos
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CERTN1  CERTN2  FCSN1 FCSN2  PMEXtNT PMEXINZ PMIntN1 PMint N2

Nivel de satisfaccion general - Talleres
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A 1. Cluster development (international visibility)

Networking agendas and business stands: Trade missions and
brockerage events at Cybersecurity Week, InfoSecurity London, RSA San 43

Francisco, CyberTech TelAviv.. FN
4\ - =\aM.'lHl
r N E BARCELONA G

An eeenl ol

5 MOBILE
WORLD CAPITAL
BARCELONA

infé
security

EUROPE

€ LYBERTELHTLY

THE EVENT FOR THE CYBER INDUSTRY

RSA

CONFERENCE

INCIBE. WORKS. 1) STRENGTHER

| CONFDENCE ENRANCE ¢
d ANO feESLI
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H 2. R&D transfer (solve industry challenges)

Piloting projects to solve end users’ challenges and create solutions
for future market leaders

Dynamize the demand of innovative solutions not available in the market
= Public instruments such as pre-commercial public procurement to encourage adoption.

= Focus around main challenges and specific use cases to develop the supply of innovation
capabilities and environment for experimentation and testing

Increase cybersecurity supply capacities
= Competence training and knowledge centers

= Facilities for experimentation and rapid prototyping.

Facilitate tech transfer to market
= PoCs into MVP that solve client needs

= |[PR protection
= Talent skills transfer into SMEs and start-ups
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H 2. R&D transfer (talent development)

Orchestrating the National R&D Excellence Network in Cybersecurity

To avoid fragmentation and reach critical mass
= +100 Research teams
= +1.000 Researchers
= Infrastructure

Coordination & priorization

= National Cybersecurity Research Agenda
= European Commission NIS-Strategic Research Agenda

Objectives
= Knowledge transfer to Industry
= Spin-offs / Start-ups
= Attract Seed Capital / Venture Capital (VC).
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—‘ 2. R&D transfer (training itineraries)

¥ edition of CYBEROLYMFICS

INCIBE as a Centre of Excellence . 167

Schoels registered

+24,000 1,143

paricipants Participants

@ | i | 57 43 HACKATHON

Finalists
Cybersecurity R&D& Grants for excellence National Conferences . INDIVIDUAL GTF 9 taams
Network of Centres of of advanced research teams on Cybersecurity o

Excel Ience ReSearCh Irlentlri:lllm‘pr-)mnte 546 28 participants.
alar

- A cuber

= cCamp

Promotes talent and advanced professional training

Workshops CyberCamp European/Iberoamerican
"Cybersecurity Spaces" competitions Challenges

sincibe_
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H 3. Developing new start-ups and supporting SMEs

1. Technologies - Product / market fit: UVP

2. Seeking adequate Business model

3. Validate assumptions: viability _

4. First early adopters/customers u Scale'up

% (Transition
wStartup &

INCIBE Repeated-sales
Catalyst for cybersecurity Breakeven point and profitability

Growth, scalability and cash flow
VC needs and hiring new key people

innovation

rown PR
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H 3. Entrepreneurship (seed incubator program) g C|ber

STprenae
Next call 3rd of iy
/ Inspirational events +25 practical workshops for initial ideas on
different segments CIP, BC, loT, Cloud, Al... /l"

v/ Annual program 2018 - develop new projects

Objectives:
Generation of a community of Cybersecurity entrepreneurs

Business virtual training, coaching and incubation program —
Top 30 selection

Finalists invited to attend event of reference
ENISE networking, pitch and Venture day
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H 3. Entrepreneurship (seed incubator program) 'S .—leI—
STprenas

Seed stage start-ups:

TRAINING AND MENTORING - 30 PROJECTS

Busines model \ Customer

validation /' development Funding access

Elevator

)
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(@) —— | - startup
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£ canvas Agile D'g'lt(al_ oh Financial
g Lean Start Up Development Marketing Pitc viability
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Individual mentoring and support
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H 3. Start-ups (international accelerator)

Early growth stage start-ups:

Program objectives

lm, w v Improve founders ability to lead viable high

MM', m w potential projects. L,

Mw v Develop and add new innovative players to the
v Accelerate sustainable growth in all start-ups in
v Improve the founders” ability to attract and excite

v Avoid death rate of new projects due to lack of
resources.

v Make participant companies more competitive. v

Spanish Cybersecurity Cluster. v

the program. v

investors. v

b |:l=|bersecur|t
ventures

Activities

Agile and lean start-up techniques to accelerate
business model validation.

Workshops and  training sessions  with
experienced mentors.

Best practices and case studies review with
experts from the industry.

Personalized support the development of business
plans and access to finance.

Milestones progress and financial support.
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H 3. Start-ups (acceleration results) g |:l=|

- -
Program generates high interest:
Meetings with
> Collaborating > investors, customers
organizations and business partners
Potenciales Clientes — Socios comerciales

[=2]
1 O (7555 2 indra FUJITSU = G Gl vt
I 5 wpayTPy renfe @ ag@g'cc BBVA @ waprre

Hours of training / start-up
Fondos de inversion

swanlaab

ﬂ r¥n :K SOdiCCll tecnalia Jventures
=‘ L. I__f ‘Caixa Capital Risc fsurenhnancen B

11

Financiacién publica

bersecurlt
vent l_II'ES

Cybersecurity
challenges proposed by
Large Corporations

€ 2201l

enisa

Desarrollo de negocio - Internacionalizacion

Ki YWADARA - O8abadell | JME @Digi‘cal iC=X mmmﬁ

HRENIC (@i ECS# (@) DSN * neibe_tecnalia J e | o
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H 3. Start-ups (Success stories and 2019 new program)

Key indicators: hirjng & capital

‘ Syneidis .
dinofluxPI v Sterssesyity . N
securekids

Threat Intelligence Platform for ~ Encrypted content to . . Anomaly detections in
early malware detection transfer and secure In5|d|er Thr_ea; ddetectlon an_d Pargrta(\:: cqntrol oM electrical substation
information employee incident prevention mobile devices networks
welrams: Memetxation na=beasa sn Dapata Josl
.y ¥ tadnle 5 los traficantcs Wnriue 200
. SMARTFENSE i DRl Ao, aras o mshvare con Bicoln
NEWRALERS T | T | [
Online Training platform Insurance fraud
and employee detection through Al

awareness

ElReferente

- - . El ;:;)Ht}aespionaje de la 'startup’
e s ety CounterCraft capta un millén

ivveito Sweslasl. |ME y Suna
0o

keynetic
Dualogy Security

Security analysis of every asset
exposed to the Internet

Digital identity and
access control based
on SDN
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\ . 10 key reasons to ,
| choose Cybersecurlty
Ventures

Ignhacio Cano Luna

| B

www.incibe.es s Cng[_SECUFItI:]
ventures
INSTITUTO NACIONAL DE

Ve CIBERSEGURIDAD L I I Ic I b E
DE ECONOMIA <o
Y EMPRESA SPANISH NATIONAL

¥ GOBIERNO
DE ESPANA

CYBERSECURITY INSTITUTE INSTITUTO NACIONAL DE CIBERSEGURIDAD



—‘ 10 key advantages to select Cybersecurity Ventures

Tayhvr Swifh byl

reputation

........

,§’ £ | Taylor Swift

1. Goverment competitive =
program vs private g

«  Trusting label

+  Neutrality

* Independent Steering
committee

QAR SA L R

og
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10 key advantages to select Cybersecurity Ventures

- 2. Specialization: .
Unique Vertical Accelerator
Starting 2014, pioneers worldwide Match 37, Cylon
Showcase in EU: invitation to explain model
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—‘ 10 key advantages to select Cybersecurity Ventures

3. Programrésults _g— (&)
Increased pafti€ipation.each ye@ =
Success stories andrmedia interest
Investors and job creation
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—‘ 10 key advantages to select Cybersecurity Ventures
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—‘ 10 key advantages to select Cybersecurity Ventures

CEOs work ’r' paral |
Part tlme,6 months ¢
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—‘ 10 key advantages to select Cybersecurity Ventures

.a“‘:“
orking, faCIIItIeS andpa rtn rsh oY
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—‘ 10 key advantages to select Cybersecurity Ventures

= e = Milestones 22 Timeline = 3Filters g2 2 L &
Q12019 Q22019 Q32019 Q42019

. .
; L] I I I g I I q u al I t y Community Site Beta : Milestones ’ Android Mobile App Launch: Milestones i0S Mobile App Launch: Milestones US Web Store Launch : Milestones [l Hotiday Blackout: Milestones

training curricula J— S | WSS | S

° Key aSpeCtS on needs ——
. Ta”ored content - —___
« Specific individual

assessment
Two-Day Shipping: Webstore (20%)

° Roadmap progress e ree———
- 360° feedback and E—

atabase Improvemen ades: Infrastructure (15%
Sl I O rt INFRASTRUCTURE Update AP! Documentation: Infrastructure (i imi
I I Data Dump: In

sincibe_
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—‘ 10 key advantages to select Cybersecurity Ventures

8. Highly recognized

mentors and coaches

« Different perspectives for
effective and efficient |

* Blended training: F2F,
remote, group and
individual assignments,
and networking events.

« Successful entrepreneurs

* Cybersecurity experts,
customers and investors

= ]
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<

RAET TUTE AT OREL TT ZIRTRSTOURITAT



—‘ 10 key advantages to select Cybersecurity Ventures

9. International
Venture day

Final party

Public event and media
coverage

Evaluation criteria &
committee

Best cybersecurity
scale-ups

= ]
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—‘ 10 key advantages to select Cybersecurity Ventures

3 Cg b e rsecurlt
vent I_II'ES

10. Every start-up is awinner

» Celebration of success

* Big benefits in kind, no cost and
everything included: =

1. Pocket money for travelling & ’mé

accommodation
2. No ask for equity
3. Cash prizes
4. High visibility

= ]
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—4@ Are you ready? Apply nowll!

CONTACT

We care about our digital image so that it reflects what we are, what we are capable
of doing and what we do info@incibe.es

Instituto Nacional de Ciberseguridad (INCIBE)
info@incibe.es

,L,.w Iargency Response Team for Security and Industry (CERTSI)
|II.va L (

R} S )
Internet Securlty uig a )5 /"’v‘\)
CyberCamp https://www.cybs===np.< e e

Internet Segura for Kids https: //WWW isdk.es = S

Twitter, Youtube, Facebook, LinkedIn, G+. @Incibe
@Certsi_ @Osiseguridad @is4k @CyberCampEs @CiberEmprende
@protegeempresa

Incidents, vulnerabilities, online fraud, phishing, malware, etc.
incidencias@certsi.es, consultas@osi.es y empresas@incibe.es

sincibe_
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https://www.incibe.es/
https://www.incibe.es/
https://www.certsi.es/
https://www.certsi.es/
https://www.osi.es/
https://www.osi.es/
https://www.cybercamp.es/
https://www.cybercamp.es/
https://www.is4k.es/
https://www.is4k.es/
https://www.is4k.es/
https://www.is4k.es/

